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Automatic Dependent Surveillance–Broadcast (ADS-B) has significantly enhanced air traffic monitoring 

by enabling real-time broadcasting of aircraft positions and identifiers. However, it is intrinsically susceptible 

to spoofing, replay, and tampering attacks because to its lack of cryptographic protections. This paper 

introduces a blockchain-based ADS-B validation system for safe, decentralized data authentication that makes 

use of Ethereum smart contracts and MetaMask. The suggested system uses Solidity-coded rules to enforce 

logical limitations on altitude changes, timestamp order, and geographic displacement in order to validate 

incoming flight messages. Every data transaction is protected by two layers of security: the smart contract's 

automated detection and MetaMask's manual permission. This combines operational control with the 

immutability of blockchain technology by guaranteeing that even reported anomalies cannot be committed 

without human consent. The OpenSky Network flight data was used to test the system, and 56 attack 

simulations in the spoofing, replay, and tampering categories were run. All accepted anomalies were 

purposefully allowed to test forensic transparency, and the contract obtained a 92.9% detection rate. All 

transaction information were retained in Ethereum's transparent ledger, enhancing its suitability for incident 

investigation and regulatory compliance. The findings support blockchain's applicability in preventing 

unwanted changes to aircraft telemetry. Stricter timestamp constraints, machine learning for anomaly detection, 

and interaction with international aircraft registries to better spoofing detection are possible future 

improvements. This approach combines the practical needs of air traffic with the potential advantages of 

blockchain technology. 

Keywords— ADS-B, blockchain, Ethereum, smart contracts, cybersecurity, aviation security, spoofing, 

replay attack, tampering, MetaMask, data integrity, OpenSky Network 

 

I. INTRODUCTION 
Automatic Dependent Surveillance–Broadcast (ADS-B) has extensively reshaped 

contemporary air traffic management through the ability of aircraft to periodically 

broadcast autonomous real-time flight parameters—geolocation, altitude, and 

identification—directly to air traffic management systems and neighboring aircraft. The 

aviation system's operating efficiency and situational awareness are enhanced by this 

function.  Additionally, sensor networks like OpenSky enhance the usefulness of ADS-

B data by compiling flight broadcasts from thousands of aircraft into comprehensive 

datasets suitable for research[1], [2]. 

However, because ADS-B systems are not encrypted or authenticated, they are 

inherently insecure and vulnerable to spoofing, replay, and tampering attacks, among 

other cyberthreats.  There are serious safety issues associated with using off-the-shelf 

Software-Defined Radios (SDRs) to interrupt or forge ADS-B communications, as 
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several studies have experimentally verified [3]. To deceive control towers and onboard 

collision avoidance systems, for example, attackers can delay the delivery of 

communications, inject phony aircraft signals, or pose as authentic identifiers.  Strict 

data integrity procedures tailored to the dynamic and vital air traffic communication 

environment are necessary to counter these threats. [4], [5]. 

Blockchain technology is increasingly being researched as a robust flight telemetry 

protection infrastructure to fill these shortcomings.  Because blockchain is 

decentralized, it naturally provides consensus-based validation and tamper-evident 

storage, which are both very desirable for applications that require safe and auditable 

data provenance.  Numerous applications have shown how blockchain technology may 

be used to store ADS-B data, allowing for transparent air traffic management, verifiable 

audit trails, and real-time verification[6], [7]. 

More importantly, rule-based, automated validation of received flight data is made 

possible by the use of smart contracts in Ethereum blockchains.  Domain-specific safety 

requirements, such as logical altitude changes, velocity limits, and timestamp 

consistency, can be enforced via smart contracts [7], [8], [9]. In order to detect 

abnormalities, such logic can be encoded once and run repeatedly, reducing the 

requirement for centralized authorities.  Adding MetaMask, a secure wallet that runs in 

the browser, adds another user-facing layer of verification where operators or systems 

can manually accept or reject suspicious data submissions before they are committed to 

the chain.  This two-phase validation procedure improves overall accountability and 

data fidelity. 

In this study, Ethereum smart contracts are used in conjunction with MetaMask to 

create an ADS-B system with improved security.  Received flight data is screened by 

the system for signs of spoofing (like improbable geographical leaps), tampering (like 

sudden changes in altitude), and replay (like unaltered timestamps).  For example, if the 

new timestamp is not greater than the previous one, replay detection is triggered [10]. 

Tampering is identified by determining whether the vertical rate exceeds 10 m/s or if 

the altitude change exceeds 500 m.  Likewise, because it violates established aircraft 

performance profiles, a displacement of more than 100 kilometers in less than 300 

seconds is considered spoofing [11]. 

Hardhat, a popular Ethereum development environment, is used for implementation 

in conjunction with a ReactJS frontend.  For testing scenarios, the OpenSky Network 

provides altered and benign data samples.  Real-time data validation and rejection logs 

are shown, revealing which anomalies were rejected and why [12]. By acting as a 

middleware for transaction approval, MetaMask ensures that all entries into the 

blockchain system are user-approved and verified.  This configuration ensures that the 

data is traceable, unchangeable, and auditable for forensic investigation after an incident 

[13], [14]. 

Furthermore, a layered protection mechanism is made possible by MetaMask's 

human-in-the-loop capability, which combines automated anomaly detection with 

optional manual clearance.  Dual-authorization policies can be used in safety-critical 

systems to prevent false positives and negatives, allowing for operational flexibility 

while preserving data integrity [15], [16]. The blockchain ledger, by design, provides a 

secure, timestamped record of all validated transactions, which can be utilized as legal 

or investigational evidence in case of system compromise [17][12]. The approach not 

only improves security but also turns flight surveillance into an open, decentralized, and 

accountable infrastructure. It is part of larger trends within aerospace systems that aim 

to include verifiable trust mechanisms within communication protocols. The research 

fills the disconnect between theoretical blockchain potential and the operational realities 

of flight monitoring, establishing a benchmark for subsequent smart aviation 

systems[18]. 
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II. RELATED WORKS 
There have been both cryptographic and non-cryptographic attempts to secure ADS-B 

transmissions. [19]. The Elliptic Curve Digital Signature Algorithm (ECDSA) and similar 

cryptographic schemes offer excellent data integrity and authenticity but are 

computationally intensive, introduce latency, and are not backward compatible with the 

current aviation infrastructure [20], [21], [22]. Physical-layer security techniques, including 

spectrum anomaly detection and radio fingerprinting, utilize features of radio emissions to 

differentiate genuine signals from counterfeit ones. Although they have potential, adaptive 

attackers capable of mimicking RF signatures or altering their behavior in real time often 

evade these strategies [23]. 

Furthermore, because of its inherent security features, blockchain has gained 

widespread acceptance as a remedy for these problems. Blockchain's unchangeable data 

structure and decentralized consensus methods allow for the creation of trustworthy data 

chains without the need for a central authority. For instance, research has shown that 

blockchain technology can check and record air traffic information efficiently [6], [7]. 

Additionally, smart contracts built on Ethereum can take independent action to enforce data 

validation safety standards. [8], [9]. 

Anomalies such as excessive climb rates or irrational geographic mobility can be 

identified with the integration of smart contract logic.  Reliance on external systems for 

anomaly detection can be reduced by incorporating this reasoning into conditional 

conditions that are part of the contract itself [8], [9]. Secure, traceable, and decentralized 

flight data entry is made possible by these systems when used in conjunction with front-

end interaction platforms like MetaMask. 

In line with that, recent frameworks such as ADS-Bchain [14], ATMChain [13], and 

other Ethereum-based implementations [7], have showcased the feasibility of combining 

smart contracts and ADS-B telemetry to secure airspace communication against cyber-

physical threats. These systems keep logs for future forensic or legal review in addition to 

detecting attacks.  The research on MetaMask-driven user authentication systems and their 

integration with critical infrastructure has also highlighted the significance of transparency, 

traceability, and real-time prevention [16], [17]. 

 

III. METHOD 
The Ethereum blockchain, smart contracts, and MetaMask integration are used in this 

study's experimental approach, which is based on a system implementation strategy, to 

design, build, and test a security model for ADS-B data transfer. Establishing a strong 

system that can verify incoming aircraft data, prevent spoofing, tampering, and replay 

attacks, and only upload legitimate data to the blockchain is the aim of this technology. The 

study is predicated on the idea that ADS-B data is intrinsically insecure since it is openly 

broadcast without encryption or authentication. Therefore, a visible and unchangeable 

ledger is used in conjunction with smart contract validation and user-facing digital 

signatures to combat these risks in real time. The method starts with aircraft data from the 

open-source ADS-B data provider OpenSky Network. A frontend web application linked 

to the Ethereum blockchain via MetaMask and Hardhat processes this data in real time. 

The entire process is meant to guarantee a smooth transition between gathering data, 

validating it, and permanently storing it on the blockchain. 

 

A. Architecture System 

Figure 1 shows the five interconnected parts that make up the architecture of the 

suggested blockchain-based ADS-B data validation system.  The OpenSky Network serves 

as the main data source for the flow, supplying real-time ADS-B flight data in JSON 

format.  Key aircraft details such the ICAO24 number, callsign, position (latitude and 

longitude), altitude, and timestamp are all included in these data packets. 
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 The collected data is then processed by the Frontend User Interface, which was built 

using the ReactJS framework.   This web-based tool provides real-time flight tracking and 

serves as the interaction medium for initiating blockchain transactions.   When a user (like 

air traffic controllers) wishes to confirm a flight record, the interface initiates MetaMask, a 

digital wallet that runs in the browser. 

Before sending data to the blockchain, MetaMask obtains the user's digital signature, 

thereby facilitating transaction authentication. By explicitly reviewing and approving each 

data submission by a trusted source, this step is essential for implementing human-in-the-

loop validation. Following approval, the signed data is sent to the Smart Contract, which 

performs a number of security checks to look for indications of replay, tampering, or 

spoofing attacks. 

The Blockchain Ethereum Node, which is launched in this implementation utilizing the 

Hardhat local development environment, records the flight data permanently if it passes 

validation. All recorded data is guaranteed to be immutable, verifiable, and traceable via 

the blockchain layer, facilitating auditability and post-event forensic investigation. 

 

 
 

Figure 1 Architecture System 

With the help of this modular architecture, each layer can function independently while 

maintaining safe contact with the others.  It successfully combines blockchain storage, 

smart contract logic, frontend validation workflows, and external ADS-B telemetry to 

create a decentralized, impenetrable flight data verification system. 

 

A. Parameter and Data Structure 

To guarantee compatibility with Ethereum's processing limitations, the transmitted 

flight data is structured into a certain structure.  Multiplication factors are used to convert 

floating-point numbers—which Solidity does not natively support—into integers.  For 

instance, altitude is scaled by 10², and latitude and longitude measurements are multiplied 

by 10⁶.  The accuracy of this conversion is guaranteed without sacrificing blockchain 

performance.  The following parameters are part of the data structure used in this study: 
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  Table 1. Parameter and Data Structure 

No Parameter Description Format 

1 icao24 Unique aircraft identifier (24-bit) String 

2 callsign Aircraft flight callsign  String 

3 altitude Altitude in meters × 10²  Integer 

4 latitude Latitude position × 10⁶ Integer 

5 longitude Longitude position × 10⁶ Integer 

6 onGround Boolean status: true if the aircraft is 

on the ground 

Boolean 

7 timestamp Unix time at which the data was 

received 

Integer 

8 isSpoofed Spoofing indicator flag based on AI or 

manual input 

Boolean 

 

These fields are encapsulated into a Solidity struct named Flight. Every new incoming 

data packet is passed through either updateFlight(...) or updateFlightBatch(...) functions for 

single or batch updates respectively. These functions not only handle the transaction but 

also validate the logical consistency of the data. 

 

B. Smart Contract Implementation and Validation Mechanism 

The smart contract method updateFlight(...) is the core component of the validation 

mechanism.  In order to stop the inclusion of modified or dubious flight data, this function 

carries out a number of crucial checks.  To stop replay attacks, the smart contract first 

makes sure the incoming timestamp is more recent than the last one that was recorded.  In 

order to detect tampering, it then uses the following mathematical condition to calculate 

the altitude difference (Δalt) and divide it by the time difference (Δt): 

 

|∆𝑎𝑙𝑡| ≤ 50000 and |
∆𝑎𝑙𝑡

∆𝑡
| ≤ 10 

 

Failure to validate the flight data results in its rejection as physically impossible.  The 

Euclidean-like distance between the old and new positions is then computed using degree-

to-meter approximations.  According to the streamlined distance check methodology, data 

is marked for faking if the distance surpasses 100 kilometers in 300 seconds: 

  

𝐷𝑖𝑠𝑡𝑎𝑛𝑐𝑒 = |∆𝑙𝑎𝑡| × 111000 + |∆𝑙𝑜𝑛|  × 85000 

𝐶𝑜𝑛𝑑𝑖𝑡𝑖𝑜𝑛 ∶ 𝐷𝑖𝑠𝑡𝑎𝑛𝑐𝑒 ≤ 100000 𝑜𝑟 ∆𝑡 ≥ 300 

 

Below is the Solidity code snippet used in the smart contract: 
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Figure 2. Solidity Snippet validation mechanism 

The MetaMask wallet, which serves as both the signing authority and the user approval 

interface, is connected to the frontend interface as an extra layer of validation.  MetaMask 

will provide a popup with all pertinent flight characteristics once a user enters data or 

initiates a flight data transaction, allowing the user to accept or reject the transaction.  This 

JavaScript sample shows how information is delivered to MetaMask for broadcasting and 

signing from the frontend: 

 

 
Figure 3 JavaScript snippet MetaMask Validation 

The smart contract's logical and physical verification of the flight data, together with 

the authorized user's consent—who must authorize the transaction using MetaMask—are 

both guaranteed by this dual-validation technique.  The end result is a reliable, traceable, 

and secure record of aircraft movement that can be accessed for post-event inquiry and 

real-time monitoring and is impervious to manipulation. 

 

IV. RESULT AND DISCUSSION 
In this part of the study, we evaluated how well the blockchain-based ADS-B security 

system performs during normal use and under simulated cyberattacks. The test was 

conducted on the evening of July 11, 2025, between 8:40 and 8:58 p.m. We used a local 

Ethereum setup through Hardhat, with MetaMask to approve each transaction. During the 

test, real-time flight data from the OpenSky Network was sent to the blockchain in batches. 

Once the system was running normally, we simulated several types of attacks—including 

spoofing, replay, and data tampering—to see how effectively the smart contract could 

detect and prevent them. 

 

A. Blockchain Behavior and Data Logging 

Between 8:40:44 PM and 8:56:08 PM, a total of 9 flight batch updates were submitted, 

resulting in the creation of 9 new blocks (Block #24 to Block #32). These batch transactions 

reflected normal system operations and served as baselines before attack windows. 
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Table 2 Summary of Flight Data Batch Updates and Block Creation 

Timestamp Event Type Block# Transaction Hash Gas Used Status 

8:40:44 Batch Update 24 0xbbcb...2e8b 2,343,216 Success 

8:40:47 Batch Update 25 0x6edd...44c7 5,524,113 Success 

8:54:56 Batch Update 26 0x1607...17d0 5,713,640 Success 

8:54:58 Batch Update 27 0x2b61...852e 9,504,190 Success 

8:55:13 Batch Update 28 0x93d4...7059 1,561,918 Success 

8:55:15 Batch Update 29 0x7740...5ed5 1,559,590 Success 

8:55:27 Batch Update 30 0x29be...b49c 1,561,918 Success 

8:55:28 Batch Update 31 0x94ae...cc27 1,559,590 Success 

8:56:08  Batch Update 32 0xc4c6...fd53 5,713,640 Success 

 

During this time, the system preserved transactional integrity. Even after interface 

refreshes or logs being reset, the block numbers incremented consistently, reaffirming 

Ethereum's core attribute of ledger persistence. This implies that block history is preserved 

unless the node's state is actively reset, offering auditability, traceability, and non-

repudiation—qualities crucial for forensic investigation in aviation cybersecurity. 

Figure 4 illustrates this persistence by comparing the recordings of Blocks #24 and #25 

taken before and after the frontend refresh. Despite resetting the UI, the blockchain state 

continued incrementally, preserving the immutable ledger entries. 

Additionally, system administrators and auditors can keep an eye out for irregularities, 

optimise expenses, and identify submissions that seem suspiciously frequent by examining 

transaction hashes and gas usage. With Ethereum’s transparent logging system, forensic 

investigators can trace the source, timing, and payload of each update—something not 

possible in traditional ADS-B systems. 

 

 
Figure 4. Blockchain log between block #24 and #25 

To further demonstrate how the blockchain can support forensic analysis, I examined 

the transaction logs from Blocks #24 and #25, which were visible in the frontend log at 

8:40:44 PM and 8:40:47 PM, respectively. Even though the frontend interface experienced 

a reset, these two blocks help establish a reference point for understanding how Ethereum 

maintains a continuous and orderly record of data. 

In Block #24, there was a batch update transaction that consumed 2,343,216 gas units 

and was recorded with the hash 0xbbcb...2e8b. Just a few seconds later, Block #25 followed 
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with a larger transaction using 5,524,113 gas units (hash 0x6edd...44c7). Despite the visual 

reset on the frontend, the blockchain advanced from Block #24 to Block #25 smoothly—

there were no duplicated entries or rollbacks. 

This confirms that each batch of data is stored on-chain in the exact order it was 

processed, highlighting the reliability of Ethereum's state persistence and immutability. 

Even when the frontend doesn't display certain logs, all activities—including normal 

operations, errors, or even attacks—can still be traced directly on-chain. Ethereum provides 

tools like block explorers, transaction receipts, and event logs, which are extremely useful 

for forensic work. This is especially important in aviation contexts, where having a 

permanent and tamper-proof record is crucial for post-incident investigations, safety 

reviews, and compliance. 

 

B. Attack Summary and Analysis 

Three attack types—spoofing, replay, and tampering—were applied to the system in a 

series of adversarial simulations.  These attacks were started one after the other and were 

fully documented, including block assignments and rejection reasons.  The robustness of 

the smart contract implementation was assessed using the attack logs and the results of the 

responses. 

 It's crucial to remember that the user purposefully permitted the few successful attack 

attempts that were seen during testing in order to evaluate how the blockchain behaves 

when harmful data is received.  These incidents show that the blockchain system 

automatically blocks all erroneous or questionable data without user approval, not that the 

system has failed. This aligns with the design principle of blockchain immutability and 

deterministic validation logic, ensuring no unauthorized or manipulated data bypasses the 

consensus mechanism. 

In order to mimic fabricated aircraft identities, spoofing techniques were created to 

introduce erroneous callsigns into the flight data stream.  During testing, a total of 17 

spoofing attacks were conducted.  When the smart contract accurately recognized the 

inserted callsigns as invalid, it automatically rejected 16 of them and sent the rejection 

message "invalid callsign."  Because each callsign was verified against a known set of 

acceptable aircraft identities, these rejections show that the contract successfully integrated 

with the OpenSky Network database.  The user manually approved the one successful 

spoofing attempt (TX: 0xa374...b0b7, Block #33, timestamp 8:56:56 PM).  This purposeful 

addition was meant to mimic the scenario that would arise if a detected spoof message were 

accepted as a result of malicious activity or operational error. This test confirmed that even 

when flagged by the smart contract, ultimate execution depends on user approval—

underscoring the importance of human-in-the-loop authorization. Moreover, the 

transaction remains permanently recorded on-chain with complete metadata, including 

hash, origin, block, and timestamp, enabling precise forensic backtracking[12], [24]. 

To mimic replay attacks, previously approved flight messages were sent again in an 

effort to fool the system into reproducing outdated information.  Thirteen replay attempts 

were made in all.  11 of these attempts were successfully rejected by the smart contract's 

timestamp validation algorithm with the message "timestamp not newer," preserving 

chronological consistency and eliminating duplicate entries.  TX: 0x8e16...c726 at 8:57:25 

PM, Block #34 and 0x8c8e...b76e at 8:57:29 PM, Block #35) were two successful replay 

attacks that happened in very close succession to their original data.  Only because the user 

specifically approved the transaction were these assaults performed, even though they 

passed the timestamp validation algorithm.  This draws attention to a specific situation that 

may call for stricter timestamp thresholds, such mandated submission intervals or 

blockchain-native block timestamps.  Once more, the blockchain's 

Tampering simulations were performed by altering numerical flight data, specifically 

the altitude field, to simulate impossible or physically implausible aircraft maneuvers. A 

high volume of 26 tampering attacks was conducted, all aimed at testing the robustness of 
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the smart contract’s physical validation constraints. The system successfully blocked 25 of 

these attacks using its hardcoded threshold for vertical movement rates, issuing a rejection 

message: "impossible altitude rate." The one successful incident at 8:56:07 PM, TX: 

0xc4c6...fd53, in Block #32, was manually authorized by the user, again to test the behavior 

of the system under accepted malicious conditions. Despite the anomaly, the blockchain 

successfully recorded all details, allowing retrospective validation and analysis. This 

reflects the strength of the ledger as a forensic tool while also identifying potential areas 

for tightening smart contract thresholds[7], [13], [14]. 

The following table summarizes all attacks launched during the evaluation, along with 

their outcome metrics 

 
Table 3. Attack Summary and Defense Performance 

Attack Type Total Attempts Successes Rejections Detection Rate 

Spoofing 17 1 16 94.1% 

Replay 13 2 11 84.6% 

Tampering 26 1 25 96.1% 

Total 56 4 52 92.9% 

 

Strong resistance to a variety of hostile inputs was shown by the blockchain-based ADS-

B data validation system.  The smart contract's dependability in rejecting unauthorised or 

incorrect flight data under typical operational settings is demonstrated by its final detection 

rate of 92.9%.  Attacks including spoofing and manipulation were very well-contained, 

with rejection rates exceeding 94%.  Due to timing edge circumstances that allowed two 

fraudulent entries to pass through when their timestamps nearly matched those of authentic 

updates, replay attacks demonstrated somewhat reduced accuracy.  However, as part of the 

experimental methodology to investigate attack propagation, the user knowingly accepted 

each of these scenarios. 

This highlights one of the most significant aspects of blockchain-integrated ADS-B 

systems: final transaction inclusion necessitates user confirmation.  Deterministically, the 

system flags suspicious items using programmed logic, but it doesn't really perform the 

write operation until the transaction is expressly signed.  When combined with smart 

contract automation, this approach adds a final level of human control, resulting in a potent 

defense-in-depth architecture.  The blockchain's value in forensic aviation investigations is 

further illustrated by the immutable logs produced in each scenario, which enable future 

auditors or regulatory agencies to transparently confirm event data. 

According to the testbed's performance, blockchain technology, which provides 

cryptographic assurances for message authenticity, traceability, and tamper resistance, can 

be a useful part of modernising aviation surveillance systems.  More interaction with 

aircraft registry databases for improved callsign verification, machine-learning-based 

anomaly detection, and stricter timestamp validations are possible future improvements. 

 

V. CONCLUSION 
This study demonstrated how blockchain technology, namely the Ethereum platform 

and MetaMask wallet integration, may significantly enhance the security and integrity of 

ADS-B (Automatic Dependent Surveillance–Broadcast) aircraft data.  By utilising smart 

contracts to guarantee message authenticity, temporal accuracy, and physical plausibility, 

the system successfully detected and rejected the vast majority of spoofing, replay, and 

tampering threats, achieving a 92.9% detection rate.  These findings are in line with prior 

research that suggested blockchain technology might be used for irreversible, verifiable 

aircraft communication logging and integrity preservation. All accepted attack data was 

explicitly authorised by the user to reproduce the worst-case situations, and the system was 

tested against genuine inputs using real-time data from the OpenSky Network. This 
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highlights the importance of human-in-the-loop security mechanisms, where blockchain 

logic ensures detection and user permission is necessary for the execution of the final 

transaction. This dual-layer security technique improves operational safety by hindering 

the automated commitment of erroneous or anomalous inputs to the ledger. Forensic 

investigation and oversight by regulators are supported by the usage of Ethereum's open, 

decentralised architecture.  In accordance with the ICAO's and other comparable aviation 

cybersecurity guidelines, all transactions—including those that are denied or flagged—

remain permanently documented with complete information.  Even in the face of post-event 

enquiries or insider threats, this ensures auditability and traceability. The blockchain 

provides a transparent and cryptographically secure foundation for ADS-B systems of the 

future.  Future developments may include dynamic contract modifications to handle 

changing threat models and AI-based anomaly detection, highlighting blockchain's 

potential to modernise aviation defence and surveillance systems. 
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